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II. Preliminaries
As already mentioned, Yi et al.'s protocol [3] is based on identity-based cryptography where an arbitrary identity serves as a public key. In this section, we revisit the relevant terminology and definitions from [3] . No originality is claimed for this section.
Identity-Based Encryption
An identity-based encryption (IBE) scheme is specified by four randomized algorithms: Setup, Extract, Encrypt, Decrypt as follows.
-Setup: On input a security parameter k, it returns params (public system parameters) and master-key (known only to the "Private Key
Generator").
-Extract: On inputs params, master-key and a public identity ID ∊ {0, 1} * , it returns a private key dID. 
Identity-Based Signature
An identity-based signature (IBS) scheme can be described by four algorithms Setup, Extract, Sign, Verify as follows.
-Setup: On input a security parameter k, it returns params (public system parameters) and master-key (known only to the "Private Key Generator").
-Extract: Given params, master-key and a public identity ID ∊ {0, 1} * , it returns a private key dID.
-Sign: Given a message M, params, ID and a private key dID, it generates a signature σ of the user (with identity ID) on M. A generic approach to construct IBS schemes is to use an ordinary (i.e., nonidentity-based) signature scheme and simply attach a certificate containing the public key of the signer to the signature [12] .
An IBS scheme with provable security in the 
III. Yi et al.'s Group Key Exchange
This section reviews Yi et al.'s password-authenticated GKE protocol PGKE [3] . There are three kinds of entities Building Blocks. The cryptographic building blocks of PGKE include:
• a group key exchange protocol GKE which is secure against a passive adversary. Every message of GKE is assumed to be sent -via point-to-point links -to all protocol participants.
This assumption implies that in GKE, the set of all messages sent and received by each participant is expected to be the same.
• an identity-based encryption scheme IBE Initialization. Before the protocol PGKE is ever executed, the following initialization is performed to generate public parameters and long-term secrets.
• 
IV. Security Analysis
Resistance against dictionary attacks is the fundamental security requirement that should be satisfied by any password-based protocols for authenticated key exchange. However, the PGKE protocol described above fails to meet the requirement. In this section, we reveal this security problem with PGKE and then suggest a countermeasure to the attack.
Dictionary Attack
Consider an adversary A whose goal is to find out the password of client Ci. Then, the following describes a dictionary attack mounted by A to achieve its goal. 
